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Nice belt!
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Connected things everywhere

~ During 2008, the number of
connected to the Internet exceeded the
- number of s on earth.

By 2020 there
will be

http://blogs.cisco.com/news/the-internet-of-thing s-infographic/




Internet of Things

Networks of low-cost sensors and actuators for
data collection, monitoring, decision making and
process optimization. McKinsey Global Institute




Things for Home




Enable a range of applications




Long anticipated...

Disney, 1999

The Adaptive House, Duke Smart Dorm, 2007
Mozer et al., 1997


http://blogs.technet.com/b/microsoft_blog/archive/2011/10/17/behind-the-scenes-of-nui-at-microsoft.aspx
http://blogs.technet.com/b/microsoft_blog/archive/2011/10/17/behind-the-scenes-of-nui-at-microsoft.aspx
http://www.imdb.com/media/rm3489111040/tt0192618
http://www.imdb.com/media/rm3489111040/tt0192618

Why now?

Inexpensive devices
Need no new wires

Maturing standards e
Mobile devices
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| study and build technologies for
homes and families.

Ubiquitous Computing Computer Supported

Collaboration

Families




Why homes & families?




Built-in prototyping lab




User-Centered Design

Process in which the needs, wants, and limitations of end users of a
product are given extensive attention at each stage of the design
process. (Wikipedia)

Understand
Current Behaviorand Build Prototype
User Needs

Does it work?
Use of Technology




Deployments, Deployments,
Deployments

SPARCS

14 homes, 5 weeks

Speech@Home

PreHeat

P
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P
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6 homes, 2 weeks

PN
PN
PN
PN
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5 homes, 8 weeks+




SPEECh@Home 6 homes, 2 weeks

PN

ROBUSTNESS

5 homes, 8 weeks+

SPARCS 14 homes, 5 weeks PreHeat



Other people feel deployment pain too

# Limited access

Environmental
® Hazards
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Hnat, T., Srinivasan, V., Lu, J., Sookoor, T., Dawson R., Stankovic, J.,
Whitehouse, K. (2011) The Hitchhiker's Guide to Successful Residential
Sensing Deployments. Paper presented at SenSys'11, 2-4, November 2011



It’s hard to deploy
technology in homes

Limited number of homes often Large engineering
without geographic diversity effort that is not easily
re-used
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Lab of Things

Change the scale and pace of research on

connected devices in homes
-
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A large number of geographically distributed households, each running a
common, flexible framework in which experiments are implemented.



Inspiration
* " PLANETLAB

An open platform tor developing, deploying, and accessing planetary-scale services
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PlanetLab is a global research network that supports the development of new network services.
Since the beginning of 2003, more than 1,000 researchers at top academic institutionsand
industrial research labs have used PlanetLab to develop new technologies for distributed
storage, network mapping, peer-to-peer systems, distributed hash tables, and query processing.



http://planet-lab.org/
http://planet-lab.org/

Video available here

Lol

LAB of THINGS

Enable research and student projects
that use connected devices in homes and beyond



http://msrvideo.vo.msecnd.net/rmcvideos/197552/dl/197552.mp4

Lab of Things

http://www.lab-of-things.com

/wurw.lab-of-things.com! 0 ~ B @ || @ Microsoft Research: The La... %

ttps://labofthings.codeplex.com

https://labofthings.codeplex.c.. 2 ~ @ & || €1 Lab Of Things - Home

Microsoft Research

Lol

LAB of THINGS
Download the Lab of
Things SDK (Beta 1)

arted with Who is using
>f Things The Lab of Things

What is the Lab of Things?

> Doploy your study to
s large numbar of homes

e

Lab of Things (LoT) is a flexible platform for
experimental research that uses connected devices in
hones.

Sy mein g
> Collaborats vith fellow researchers + LoT enables easy interconnection of devices and
implementation of application scenarios, using
HomeQS.

+ LoT enables easy deployment and monitoring of

- LoT enables easy sharing of data, code, and
participants, further lowering the barrier to
evaluating ideas in a diverse set of homes.

00RO

HomeOS research page | Press | Lab of Things Facebook Group | Feedback and Suggestions

Contactus  Privacy & cookies  Terms ofuse  Trademarks Code of conduct Feedback Mobile  ©2013 Microsoft B¥ Microsoft

field studies and analysis of data from experiments.

CodePlex Project Hosting for Open Source Software Register | Sign In

LAB of THINGS

SOURCE CODE DOWNLOADS DOCUMENTATION DISCUSSIONS

PageInfo | Change History (all pages)

Project Description

Lab of Things (LoT) is a flexible platform for research that uses connected devices in homes.

» LoT enables researchers to easily interconnect devices and implement application scenarios.

» LoT enables field studies at scale through cloud services that can monitor and update experiments, and
provide easy access to collected data

» LoT enables researchers to share data, code, and participants, lowering the barrier to evaluating ideas in a
diverse range of settings

Built on top of the Home0S software platform, Lab of Things provides a common framewark to write applications
and has a set of capabilities beneficial to field deployments including logging application data from houses in
cloud storage, remote monitaring of system health, and remate updating of applications if needed (e.g. to change
to a new phase of the study by enabling new software, or to fix bugs).

Check out htp; Jab-of-th m for more on LoT

LoT is based on HomeOS.

The source code uploaded by Microsoft Research to this repository is under LAB OF THINGS LICENSE
AGREEMENT (MSR-LA), please see the License section to know the terms.

Guideline for Contributing to the LoT Repository

To maintain overall stability and consistency of the platform, the team at Microsoft Research will be working in
the core areas of the platform for enhancements, new features, and bug fixes regularly.

We welcome you to share driver and app modules with the community. Please check your code only in the
following directories:

ISSUES PEOPLE LICENSE

* Follow (52) Subscribe

Search Wiki & Documentat Q
download

CURRENT vBetal

DATE Mon Jul 15, 2013

STATUS Beta

DOWNLOADS 3,197

RATING 1 rating
ACTIVITY

PAGE VIEWS  VISITS DOWNLOADS

590 222 203

Days: 7 30 All Details

RELATED PROJECTS

HomeOS

Microsoft Lab of Things Analytics Engine




Taste of student projects

Home Energy Models
Omid Ardakanian, Ryan Case

University of Waterloo ]
May 2010 Gesture Controlled Lights

Jehad Affoneh, Sterling Swigart,
David Nufer
CSE 481m, Spring "11
University of Washington

Rules by Example

Shaun Salzberg
MIT, Feb. 2012



B What did the
fish say when
he ran into the
wall?




B What did the
fish say when
he ran into the
wall?

Dam!



Lab of Things Design Goals

1. Easy setup of an extensible range of devices
including custom ones.

2. Monitoring and updating
3. Ongoing data collection
4. Scale and diversity of deployment sites



LoT Platform




How often do you use your main door?

(Simple Study #1)




Simple Study #1 Setup

Ll & hitp://localhost:51430/Guiweb/Hor O + & | @ HomeOS Setup

Setup

Welcome!

Please select your wireless network: |~ Brush2[4 |

Join Skip

Refresh Network List




Simple Study #1 Setup

Ll @ hitp://localhost:51430/GuiWeb/Hor O & J| @ HomeOs Setup

Setup

Please enter a one word HomelD (e.g. your last name) and password. Please use only alpha-numeric characters.




Simple Study #1 Setup

L S @ hitp://localhost:51430/Guiweb/Hor 2 v & || @ HomeOS Setup

Setup

Your Home Hub has been successfully configured.
Home ID: BrushLoT

Home Password:12345

Remote Access: https://www.lab-of-things.net:51431/BrushLoT/GuiWeb/index.html
Default Email: ajbbrush@msn.com

Next




Simple Study #1 Add Devices

Y2 & nttp://localhost:51430/BrushLoT/GL O ~ ¢ || @
BrushLoT

Home Dashboard
Store Add Devices Settings

a 0O




Simple Study #1 Add Devices

dDeviceUnconfiguredDevicesForScout.html?5coutMNames=

Configure Device

Dashboard | Add Devices

Add Devices

Integrated Camera

Add Zwave Scan Again




Simple Study #1 Add Devices

«5
Dashboard | Add Devices | Add Zwave

Add Zwave Device

To install a z-wave sensor:

1. Select the Zwave Device Type or leave as unknown.

2. Press the Pair button

3. Within 10 seconds, press the program button on your z-wave sensor

Zwave Device Type: Door-window sensor (any)




L Sl @ nittp://localhost:51430/GuiWeb/Add 2 + & || @ Final Device Setup

Dashboard | Add Device | Final Device Setup

Final Device Setup

Location: | Home

Add New Location

Install these applications:

¥ Sensor

Permit these applications to use this device:

No applications to permit.

Done




Simple Study #1 Dashboard

BrushLoT

Home Dashboard
Store Add Devices Settings Sensor

Prints sensor
ﬁ j O -




L Sl & http://localhost:51430/BrushLoT/Se O ~ € | @ Sensor Logger x

| Sensor

Sensor Logger Application

Most recent sensor readings (100 max):

11/30/2012 10:07:26 AM mshO:sensor,0
11/30/2013 10:07:24 AM mshO:sensor, 255
11,/30/2013 10:05:40 AM mshD:sensor:,0
11/30/2013 10:05:37 AM mshD:sensor:, 255
11/30/2013 10:05:29 AM dwhD:sensor:, 255
11/30/2013 10:05:29 AM dwh0D:sensor:,0
11/30/2012 10:05:25 AM mshO:sensor,0
11/30/20132 10:05:23 AM mshO:sensor, 255
11/30/2012 10:05:09 AM mshO:sensor,0
11/30/20132 10:05:07 AM mshO:sensor, 255
11/30/2013 10:04:52 AM mshD:sensor:,0
11/30/2013 10:04:50 AM mshD:sensor:, 255
11/30/2013 10:04:37 AM mshD:sensor.,0
11/30/2013 10:04:35 AM mshD:sensor:, 255
11/30/2013 10:03:28 AM dwh0D:sensor:, 255
11/30/20132 10:03:28 AM dwhO:sensor:,0
11/30/2013 10:03:04 AM dwhD:sensor:, 255
11/30/20132 10:03:03 AM dwh0D:sensor:,0




& nhitp://localhost:31430/BrushLoT/5e 0 ~ &

2 Sensor Logger x

| Sensor

Sensor Logger Application

Most recent sensor readings (100 max):

11/30/2012 10:07:26 AM mshO:sensor,0
11/30/2013 10:07:24 AM mshO:sensor, 255
11,/30/2013 10:05:40 AM mshD:sensor:,0

11/30/2013 10:05:37 AM mshD:sensor:, 255
11/30/2013 10:05:29 AM dwhD:sensor:, 255
11/30/2013 10:05:29 AM dwh0D:sensor:,0

11/30/2012 10:05:25 AM mshO:sensor,0

11/30/20132 10:05:23 AM mshO:sensor, 255
11/30/2013 10:05:09 . )
11/30/2013 10:05:07 . ey
11/30/2013 10:04:52 . -
11/30/2013 10:04:50 . !
11/30/2013 10:04:37 .
11/30/2013 10:04:35 .
1173072013 10:03:28 .
1173072013 10:03:28 .
1173072013 10:03:04 .
11/30/2013 10:03:03 .




DG #1: Extensible Device Support

Doorjamb occupancy
Sensor, U of Virginia

Current Cost Energy meter Microsoft .NET Gadgeteer
University of Waterloo




Getting Started - Introductory Videos

earch

nit

Topic: What is the Lab of Things? Topic: Demo of the Lab of Things Topic: Architectural overview of the Lab of
Speaker: Arjmand Samuel Speaker: AJ Brush Things
Speaker: Ratul Mahajan

Working with the Lab of Things code

2 -

Topic: Contributing code to the Lab of
Topic: Getting started with the Lab of Things Teopic: Developing applications for the Lab of Things

- code overview Things
Speaker: Ratul Mahajan Speaker: Ratul Mahajan

Speaker: Ratul Mahajan




DG #2: Monitoring & Updating

| hitps://wuw lab-of-things.net/t © ~ & &

| Hubs Deployed - Remote .. * .
&% Signin

Hub Status  Organization Info Al

Hub Status

Study ID: Default

Home ID Last Heartbeat

B111 0 Days 0 Hrs 1 Mins Details Remote Access
BrushLoT 0 Days 20 Hrs 40 Mins Details Remote Access
arjhome11 0 Days 0 Hrs 1 Mins Details Remote Access
Study ID: 51

Home ID Last Heartbeat

SS1H1 0 Days 0 Hrs 0 Mins Details Remote Access
551H2 0 Days 0 Hrs 0 Mins Details Remote Access
S51HG6 0 Days 0 Hrs 0 Mins Details Remaote Access
SSTHT 0 Days 0 Hrs 0 Mins Details Remote Access
s5THS 0 Days 0 Hrs 0 Mins Details Remote Access
ss1h3 0 Days 0 Hrs 0 Mins Details Remote Access
ss1hd 0 Days 0 Hrs 1 Mins Details Remote Access
ss1h8 0 Days 0 Hrs 0 Mins Details Remote Access

© 2013 - Lab of Things Remote Management Portal

e Hub sends a
heartbeat
e Get alerts

e SS1 problems:

* Hub not on
wireless
 Hub not
sending

heartbeats




DG #2: Monitoring & Updating

] LoT Update Manager = B
Set Up || Corfigs | Modules/Scouts | Platform

Org ID msrot
Study 1D Default
Home D
A What has changed?
[] BrushLoT Actual Diesired
[] Homelab12 Actual Desired
] LoT Update Manager > B
| SetUp | Corfigs || Modues/Scouts; | Flatfomn
OnFTP Local -
APPS
I HomeQS Hub.Apps. Alerts 0.0.0.0 1.0.0.0 Add
HomeOS5 Hub Apps.AletsTS 0.0.00 1.000 Add
Home5 Hub Apps.Doorfamb 0.000 1.000 Add
HomeQS Hub . Apps. Dummy 1.0.0.0 1.0.00
Refrash Validate HomeOS Hub.Apps.EmatoCouch 0.0.00 1.000 Add
T ) HomeO5.Hub.Apps. Rules 0.0.00 1.000 Add
HomeQ'S Hub . Apps.Sensor 0.0.0.0 1.0.0.0 Add
Home(05 Hub Apps.SmartCam 0.0.0.0 1.00.0 Add
Home5 Hub Apps.Speechinteraction 0.000 0.000 Add
HomeS5 . Hub . Apps.Switch 0000 1.000 Add
Home(05 Hub Apps. Themometer 0.0.0.0 1.00.0 Add
DRIVERS
HomeO'S Hub . Drivers.AxisCamera 0000 1000 Add
Home0S Hub . Drivers. BLEProximity 0.0.0.0 1.0.0.0 Add
Home0S Hub Drivers. Doorjamb 0.000 1.000 Add v

i< >




DG #3: Ongoing Data Collection

Analysis
scripts

File View Tools Help

[omelsb - | (ospsoun) (o] (femer)
homelab *
Container 1 Blob ' Storage Type
3 - F ) % F % * L & _
-.; i A ) JONN x ] @ ==
MNEwW copy Rename || Delete Wiew New Copy Rename || Delete || Upload |pownloa Blobs CQueues || Tables || Refresh
[ d WAUEIUY =
= MName Last Modified Length Content Type Cc ™
H o m eo s o  Wed-control-centziner md 7/5/2013 9:28:40 P\ 122 bytes  application/octet-stream
* zheng-glerts-wateralertspi 22988036453.dat  7/5/2013 9:19:19 PM 32 KB apelication/octet-stream
} zheng-alerts-wateralertste 23008317849 dat  7/5/201395:19:27 PM 32 KB application/octet-stream
D r iv : 23418433940.dat  7/5/2013 9:22:03 PM 36 KB application/octet-stream
erS ]. zheng-doarcam-somethin)
24463511020.dat  7/5/2013 9:34:14 PM 36 KB application/octet-stream
| znengdoorcam-somethiny 75339481785 dat  7/5/2013 9:34:14 PM 23 KB apolication/octet-straam
+ zheng-doorcam-streamid 25395304265.dat  7,/5/2013 9:34:35 PM 23 KB application/octet-stream
} zhengdesk-alerts-waterale 28029357511.dat  7/5/2013 9:51:18 PM 25KB application/octet-stream
28045995702 .dat  7/5/2013 9:51:25 PM 25 KB application/octet-stream
* zhengdesktop-zlerts-wates
28075151994.dat  7,/5/2013 9:51:36 PM 2S5 KB apglication/octet-stream
| zhenglaptop-alerts-watera e e . . -
< > < >
Container: zhenglaptop-alerts-wateralertspics




Data management using Bolt

metadata far H1 /&1 ."F:?
Enc-H1/a1(Koan],
Emc-HIei| Kean],

Simple storage abstraction:
stream of time-tag-value

5tep 1: Request
content key for Data

records Stream H1/A1/351 Legmant Info List,
) Locathan of MO
H tHL )" Metadata Server
i€ UL Step 2 Fetch y
Specify where you want data Step 3 (local): _—
. I . " .
stored. Encrypt data |f you don't *-‘erlr.fn:egnw& Strezm: H1/AL/S1
trust the storage providers. resnness ]

Effﬁ' - ‘ Indexy Datalog
Read: Fetch chunks, decrypt locally

Storage
Server

Efficiently *share™* data across

. . Write: Encrypt chunks locally, store index & data
applicationsand homes.

Bolt is up to 40 times faster than OpenTSDB, a popular time-series database
system, while requiring 3—5 times less storage space.

Gupta, Singh, Phanishayee, Jung, and Mahajan, Bolt: Data management for
connected homes, To appearin NSDI 2014



How often do you use your main door?

Home Door usage

H4
HY
H2
H7
H8
H1
H3
H6

People

Median
per day

5

5

5

11
8.5
23.5
24

8

A DMDMPODNODN =2




DG #4: Scale & Diversity

= Deplay your study to
a large number of homes

Maonitor status and progress
= prog

=[} Analyze your data
EI'} Collaborate with fellow researchers

Focus on the aspect that is interesting to you.



Lab of Things Usage

More than 6,000 code downloads
156 Orglds registered (37 academic)

Teaching:

Used by 80+ student developers

Several classes taught

Research:
Ongoing academic research
deployments

Project title: Lab of Things Analytics Engine

PI: Dean Mohamedally, University College London
URL: Lab of Things Analytics Engine CodePlex site
Blog: Students develop analytics engine for the Lab of
Things

Project title: SOLACE (Supporting Clder Low-ses Adults and
their Caregivers Electronically) deployment using Lab of
Things

PI: Kay Connelly, Indiana University

URL: http://phitlab.org/

Project title: Evaluating Smart Home Sensor Technology
and the use of HomeOS for Monitoring Mobility Ameng
Community-Dwelling Older Adults

PI: George Demiris, University of Washington

Project title: Scalable Radiator Valve Control for HomeOS
PI: Mike Hazas, Lancaster University
URL: Project Webpage

Project title: Intelligent and Scalable Monitoring/Control
Platform for Home Energy Management
PI: Lanshun Nie, Harbin Institute of Technology

http://www.lab-of-things.com/community.html

Project title: SoftUPS: Virtualizing the home UPS solution to
enable efficient peak load sharing in developing world

Pl: Affan Syed, FAST-NUCES, Pakistan

URL: http://www.sysnet.org.pk/w/SoftUPS

Project title: Supporting User Control of Intelligent Home
Systems

PI: Mark Newman, University of Michigan

URL: http://mwnewman.people.si.umich.edu/projects.html

Project title: \Wearable Multi-Sensor Gesture Recognition in
Assistive Devices for Paralysis Patients

Pl: Milanjan Banerjee, University of Maryland

URL: Mobile, Pervasive and Sensor Systems Laboratory
Course: CMSC 691: Systems for Smart Home Automation

Project title: Intelligent Agents for Home Energy
Management

PI: Alex Rogers, Southampton University

URL: Project Webpage




Case Study 1: Allowing paralysis patients
to control their environment

flex sensors Wirel

module

Textile Sensors

- glove with =
' sewn flex sensors

Head band

Wireless h——
module

Nelson, A., Shyamkumar, P., Wilkins, W., Lachut, D., Banerjee, N., Rollins, S., Parkerson, J., Varadan,
V., (2013) “Wearable Multi-Sensor Gesture Recognition for Paralysis Patients,” Presented at IEEE
Sensors "13, 4-6 November 2013.

Nelson, A. , Schmandt, J., Wilkins, W., Parkerson J., and Banerjee, N., (2013b) “System Support for
Micro-Harveseter powered Mobile Sensing,” Presented at RTSS ’13, 3-6 December, 2013



Case Study 2: Peak Load Sharing

Load Shedding Configuration

IEEE 802.15.4 'B
1 _

SoftUPS: Virtualizing the home UPS solution to enable efficient peak load

sharing in developing world ENEﬁ*‘
Affan A. Syed Associate Professor and Director, SysNet Research Lab,

National Universiti of Comiuter and Emeriini Sciences (NUCES)



Case Study 2: Peak Load Sharing

[7) SoftUPs Application X \

&= C' [} localhost51430/sysnet3/DemoApp/index.html

Dashboard | Demo App

Demo 1 App Application

Switch1l Switch2 Switch3  Switch4

6& Settings
Allowed switches in case of loadshedding
Switch 1 B Switch 2 E Switch 3 B Switch 4

Load-shedding

Power state: Normal




Interactive Furniture

Video not yet publiclyavailable




Scouts

I

Enable research and student projects
that use connected devices in homes
and beyond




Thanks

@ httpy//uwnwvlab-of-things.com; B C || @ Microsoft Research: The La... %

Microsoft Research

More information:
Lol

LAB of THINGS

http://research.microsoft.com/~ajbrush TER oo
http://www.lab-of-things.com

Who is using
The Lab of Things

‘What is the Lab of Things?

= Deploy your study to
alarge

T Lab of Things (LoT) is a flexible platform for

e e ‘experimental research that uses connected devices in
< Anlyze your data Vg homes.
+ LoT enables easy interconnection of devices and

Join the LoT community! s TS

UBICOMP 2014

= field studies and analysis of data from experiments.
Field stu
- LoTenles oy Shtig of do. e and

participants, further lowering the barrier to

m evaluating ideas in a diverse set of homes.
0000

Deploy diverse devices
in homes using Home0S

HomeOS research page | Press | Lab of Things Facebook Group | Feedback and Suggestions

September 1317
Seattle




