
Isolated Rich On-demand Networked 

Refactoring 

the Web Interface 

• Cannot impose on 
other applications 

• Visually appealing 
• Interactively responsive 
• Semantically powerful 

• No installation 
• No OS configuration 

• Use resources on the web 

Isolation is weakened Less rich than desktop apps User still must configure Networking is restricted 

New CEI is small New CEI runs native code Rich code outside the TCB 

Access restrictions unneeded 

Why are web apps attractive?  Because they are… 

• Safe to try out 
• Practical and useful 
• Pleasant to use 

• Easy to test drive 
• Easy to point others to 

• Access up-to-date content 
• Integrate disparate content 

The web API is very wide 
Web apps cannot employ 
non-type-safe legacy code 

Updates and patches to 
plug-ins affect the TCB 

The Same-Origin Policy 
limits access to content 

Reduces shared TCB size Allows reuse of legacy code 

Apps stay on-demand 

Raw pipe to the internet 

because because because because 

Improves isolation Supports richer applications 

User need not approve 
new rich functionality 

Browser is logically outside 
enterprise firewall 

therefore therefore therefore therefore 

are weakened by the Web API The IRON properties 
make the Web attractive 

Client Execution Interface (CEI) 

• contract between developer and abstractions 

• purpose is for specifying an application 

• contract between application and client 

• purpose is for specifying an execution 

We propose to 

deconstruct the 

Web API 
into 

therefore therefore therefore therefore 
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The current Web API:  DPI = CEI Our proposal:  arbitrary DPIs; small, isolated, native-code CEI 

web application web application 

HTTP  HTML  JS  CSS  JPEG  GIF  Flash  WMV  … 

HTTP 
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μkernel-sized 
client substrate 
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CEI 

client implementation 

web application 

Web Classic 

web application 

.Net 

web application 

GTK 

HTML HTTP 
JS CSS JPEG 

Flash 
WMV 

… 

F# 

CLR 

C# JScript 
IronPython 

VB 

… 

DPIs 

C++ GTK+ 

Pango 

FreeType Cairo 
Fontconfig 

Xt 

X Tau 

… 

network 

Developer Programming Interface (DPI) 

Proposed CEI 

process launch/exit 
thread start/exit 
futex wait/wake 
memory allocate/free 
net buffer allocate/free 
net buffer send/receive 
frame buffer 
   allocate/invalidate/delegate 
event: HID received 
event: window resized 


