




















• Hand-Counted Paper 



• Punch Cards 



• Lever Machines 



• Optical Scan Ballots 



• Electronic Voting Machines 



• Touch-Screen Terminals 































Alice Johnson, 123 Main –                         YES 

Bob Ramirez, 79 Oak –                       NO 

Carol Wilson, 821 Market –                                NO 









Alice Johnson, 123 Main –                         YES 

Bob Ramirez, 79 Oak –                       NO 

Carol Wilson, 821 Market –                                NO 



Alice Johnson, 123 Main –                          YES 

Bob Ramirez, 79 Oak –                        NO 

Carol Wilson, 821 Market –                           NO 







No – 2 

Yes – 1 
 



No – 2 

Yes – 1 
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Alice 0 

Bob 0 

Carol 1 

David 0 

Eve 1 
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Most pre-2000 verifiable election protocols: 

Step 1 

Encrypt your vote. 
 

How? 
 







Alice 367 248 792 141 390 863 427 015 

Bob 629 523 916 504 129 077 476 947 

Carol 285 668 049 732 859 308 156 422 

David 863 863 863 863 863 863 863 863 

Eve 264 717 740 317 832 399 441 946 



Alice 367 248 792 141 390 863 427 015 

Bob 629 523 916 504 129 077 476 947 

Carol 285 668 049 732 859 308 156 422 

David 863 863 863 863 863 863 863 863 

Eve 264 717 740 317 832 399 441 946 



Alice 367 248 792 141 390 863 427 015 

Bob 629 523 916 504 129 077 476 947 

Carol 285 668 049 732 859 308 156 422 

David 863 863 863 863 863 863 863 863 

Eve 264 717 740 317 832 399 441 946 

Device commitment to voter:  “You’re candidate’s number is 863.” 



Alice 367 248 792 141 390 863 427 015 

Bob 629 523 916 504 129 077 476 947 

Carol 285 668 049 732 859 308 156 422 

David 863 863 863 863 863 863 863 863 

Eve 264 717 740 317 832 399 441 946 

Device commitment to voter:  “You’re candidate’s number is 863.” 

Voter challenge:  “Decrypt column number 5.” 



Alice 367 248 792 141 390 863 427 015 

Bob 629 523 916 504 129 077 476 947 

Carol 285 668 049 732 859 308 156 422 

David 863 863 863 863 863 863 863 863 

Eve 264 717 740 317 832 399 441 946 

Device commitment to voter:  “You’re candidate’s number is 863.” 

Voter challenge:  “Decrypt column number 5.” 



Alice 367 248 792 141 390 863 427 015 

Bob 629 523 916 504 129 077 476 947 

Carol 285 668 049 732 859 308 156 422 

David 863 863 863 863 863 863 863 863 

Eve 264 717 740 317 832 399 441 946 



Bob 

Eve 

Carol 

Alice 

David 

17320508 



Bob 

Eve 

Carol 

Alice X 

David 

17320508 



X 

17320508 



 

Y – Alice 

X – Bob 

 

 

 

 

X Y 

#001 



 

Y – Alice 

X – Bob 

 

 

 

 

Y X 

#001 



 

X – Alice 

Y – Bob 

 

 

 

 

Y X 

#001 



 

X – Alice 

Y – Bob 

 

 

 

 

Y X 

#001 



 

X – Alice 

Y – Bob 

 

 

 

 

#001 

Y 

#001 

X 



http://upload.wikimedia.org/wikipedia/commons/9/9b/Scantegrity_II_Ballot.jpg




734922031382 

Encrypted Vote 



734922031382 

Encrypted Vote 



734922031382 

Vote for Alice 

Random # is 

28637582738 



www.heliosvoting.org

www.scantegrity.org

http://www.heliosvoting.org/
http://www.scantegrity.org/









